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Top Performing Protection — New XG Series Appliances
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Great WiFi, LTE, and DSL Modules
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New SG/XG Desktop Units — Highlights

Q,

High Availability
Redundant power supply option*

Connectivity

Performance — Management
Increase in throughput
New Apollo Lake/D nvgrf A CPU Manage via micro USB or COM
EW APCEEE O g New XG Brand Experience Connect monitor via HDMI

Built-in high-speed Wi-Fi

Modern hardware design
Great unboxing experience
QR code direct to setup

Image shows XG model — SG has a different design

SOPHOS *Not all features are available on every model




Many Ways To Add Value to Your Desktop Deals

XG 135w — with integrated Wi-Fi
1. Add optional 3G/4G module
v' Connectivity failover
v’ Better coverage in all areas
2. Add redundant power
v' Power failover
3. Add further access points if better Wi-Fi
coverage and performance needed
4. Add rackmount kit
v' Put it in the datacenter along with
other equipment

SOPHOS



Three Options for Enabling Sync Security in Any Environment

Firewall
Replacement

Security Heartbeat™ & N
_— (Synchronized App Control> SRR . )(
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Three Options for Enabling Sync Security in Any Environment

SOPHOS

Firewall

Eii;! (.

Replacement ‘ Adding Sophos Synchron

Securit

For Unrivalled Insight and Protection
Easily add Synchronized Security to gain deeper
insights into what's happening on your network and
automatically identify and respond to threats

Unlock the full potential of your Sophos Endpoints
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Discover
Mode

FL I |
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(Get the Synchronlzed Securlty Deployment Datasheet
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SG to XG Migration Assistant

Now Available as a VM for you to offer Migration Services

CATEGORY

Definitions & Users

Interfaces & Routing

Network Services

Network Protection
Site-to-site VPN

Remote Access

Management

SOPHOS

SUB-CATEGORY
Network Definitions

Service Definitions
Time Period Definitions
Authentication Services
Interfaces

Static Routing

DNS

DHCP

Firewal

IPsec

Certificate Management
PPTP

L2TP over IPsec

IPsec

System Settings

WHAT'S MIGRATED

Hosts, Group, Network, Range, MAC Address
Definitions

TCP, UDP, TCP/UDP, ICMP, ICMPv6, IP, Group
Time Period Definitions

Authentication Servers, STAS

Ethernet, Alias, VLAN, PPPoE

Static Routes, Policy Routes [Interface Route,

Gateway Route]

Request Routing, Forwarders, DyDNS
IPv4 - Relay, Servers, Options

Basic Network Firewall Rules

Connections, Policies
Certificate Management
Global settings

Global settings
Connections, Policies
Hostname, Time and Date

Migration Guide:
Sophos SG UTM to XG
Firewall
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XG Firewall v17.5 Key Pillars

W) Threat Protection

Lateral Movement Protection

Automatic isolation at every point in your
network

Sandstorm Sandboxing

Now the best protection from zero-day threats
with the best technology from Intercept X

IPS Enhancements
Talos Signature integration

SOPHOS

&3 Central Management

Sophos Central Management
XG Firewall Joins Sophos Central

Wireless
Cloud Managed or On-premise firewall controller

Education Vertical

Flexible User-Based Policy Tools

Chromebook support, classroom policy overrides
and new user-based policy options

= Networking

APX Wireless Access Points

WAVE 2 Performance:
Faster connectivity, higher capacity and
optimal performance

IPSec Client

New IPSec Client for easy end-user VPN



Endpoint Isolation & Security Heartbeat

Automatic system isolation at the firewall

000

S XG Firewall

Internet
Servers EWe
RED Heartbeat Status
? triggers isolation whether the
. 4 result of endpoint, firewall or IPS

signature detection

SOPHOS
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Lateral Movement Protection

Automatic system isolation at the endpoint - even on the same broadcast domain

Lateral Movement Protection
XG instantly informs all healthy
endpoints to ignore any traffic

from a compromised device.

v
S XG Firewall
N Sophos
: & asaan = memm====1 LI NN H ™ . p
S wE e e e < Securlty Heartbeat /,. Endpoints

Internet

A °
Servers e
RED Heartbeat Status
? triggers isolation whether the
. 4 result of endpoint, firewall or IPS

signature detection

SOPHOS



Synchronized User ID

Eliminates the need for an authentication agent

Synchronized User ID
XG gets user ID from endpoints
automatically that are on an
Active Directory domain.

XG Firewall "

+*" sophos |
[ T =;‘:----:“:===7=i::: EEEEE |< Security HeartbeatTM >:« EEEEEE PI EEE

i T v, . End points
L 4
L 4
4

Internet .

< Full Network User Identification — Without AD Integration )

SOPHOS




IPS Enhancements

Enterprise pattern integration

- SOPHOS Intrusion prevention

XG Firewall

Control center IPS policies

What’s New Current activites

Reports

Bolstered our IPS patterns with Enterprise e
CategOFIeS e z =l vidual signature

Firewall
Deeper, broader, granular coverage _— -

60 Categories (up from 21) web

Applications
Increased granularity in policies Wireless
Email
el 9000495
Advanced threat

Central Synchronization

2000496
VPN
Network
Routing

1000070 Policy-Other
Authentication :

System services

Action Drop packet

. Profiles

SOPHOS



Sandstorm Deep Threat Prevention

The best protection from zero day threats

Deep Memory Analysis Deep Behavioural Analysis Deep Network Analysis Deep Learning Analysis
01010000101700170170011 _
1001107100700000010170 | '
0101001007100710070100 BE % T
Initial & Post Frequent & Sandbox Evasion Int t X Exploit Analysis of all Continuousl
Execution Memory - - ) ntercept 2 Explol Full port and IPS detections nalysis ot a . y
I srameifam G Aggressive Run-Time Techniques, Detection & protocol analysis coming soon dropped adaptive learning
pectio Analysis API & File System CyrptoGuard E executables model
AL Behavior

Real-time Threat Intelligence from Sophos Labs

: "-...
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< Sandstorm prevention goes beyond endpoint or firewall >
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JavaScript CryptolJacking Protection

One-Click Protection

| SOPHOS B How-To Gui

XG Firewall

MONITOR & AMALYZE

Control Center URL Groups E General Settings
Current Activities
Reports

Diagnostics

Protection
PROTECT

Firewall

Malware and Content Scanning

Intrusion Prevention

Web
Scan Engine Selection Scanning Mode Block potentially unwanted applications

Applications din

Single Engine [Optimal Performance] Batch [Maximum Protection)

Wireless
Email
Web Server
Advanced Threat Do not scan files larger than Authorized PUAS
Synchronized Security [ i 10 MB

CONFIGURE
VPN
Network

Routing Advanced Settings =

*._Authentication

SOPHOS



Networking

SOPHOS
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Synchronized Security via Remote VPN

Free client for easy, reliable remote connections

SOPHOS Connections Events

@ Billerica Office

What’s New

IPseC VPN C“ent for WindOWS/MaC Connections

@ Burlington Head Office

Supports Synchronized Security for remote users
Easy deployment and maintenance
Simple operation requires no user education

Free for partners and customers!

9:56 AM
ACBEEV gy B

SOPHOS



Education

SOPHOS
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Chromebook User ID

Enables user-based policy and reporting with Chromebooks

Chromebook Support
XG Firewall gets user ID from Chromebook
extension agent to provide full user-based
policy and reporting

S XG Firewall

[ B aees = e = ¥
C IS T | t--m.

1. Google G Suite
Chrome Extension pushed to

client devices
— 2. On-Premise AD Server

XG Firewall configured to use AD
N N Server Synchronized with G Suite

SOPHOS
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3. Chromebook Devices

Chromebook extension shares
User ID with XG Firewall



New Web Policy Options

Greater flexibility for SafeSearch, YouTube and unblocking sites for education

)
What S NEW A& Anybody

SafeSearch and YouTube
restrictions are now part of
web filtering policy settings —
enabling user/group based
Search engine enforcement
control of these features

() Enforce SafeSearch

Enforce additional image filters

(] Enforce YouTube restrictions

Restriction level

Advanced settings

SOPHOS

Not Suitable for Schools

Default action

Prevent potentially inappropriate i
Yahoo, and Bing search results. You
enabling additional filters that displ3

Prevent access to potentially inapp
returned in YouTube search results.




New Web Policy Options

Greater flexibility for SafeSearch, YouTube and unblocking sites for education

What’s New
SafeSearch and YouTube
restrictions are now part of Stop!
web filtering policy settings — This website is blocked
ena bllng use r/g roup based The administrator of this network has restricted access to sites

categorized as Games.

control of these features

If you think this is incorrect, you may suggest a different
category.

Return to previous page Login to this network

Override codes for blocked
websites which can be
configured/managed by
teachers through the user
portal

axohibocg0 | Go |

SOPHOS



' SOPHOS

Web Content Filtering (v17)

Enabling child safety in education

XG Firewall

MONITO

R & ANALYZE

Control Center

Current Activities

Reports
Diagnostics

PROTECT

Firewall

Intrusion Prevention

Web

Applications

Wireless

Email

Web Server

Advanced Threat

Synchronized Security

CONFIG

VPN

URE

Network

Routing

Authentication

System Services

SYSTEM

Proff

Hosts and Services

les

Administration

Backup & Firmware

Cert

ificates

Reports

Dashboards

Show: Web Content

Records perchart: 5 |

Content filter matches

ObjectionableTerms_Custom

Content Filter

ObjectionableTerms_Cust...

Applications & Web

Network & Threats

View All

Websites with content filter matches

www.thesaurus.com [ s0

o Www.urbandictionary.com
www.smh.com.au
hints.macworld.com

api.urbandictionary.com

38

@M How-To Guides LogViewer Help admin «

$¥ Show Reports Settings

Custom

Compliance

FROM: 2017-10-02 TO: 2018-01-16

HTML PDF CSV Bookmark Schedule

User IP with content filter matches

£ 100115

IP Address

192.168.1.2
10.01.15

Users with content filter matches

Quickly identify signs of bullying,
radicalization, abuse or self-harm
before they become a problem

Dynamically block websites based
on content regardless of their
category

22



Management & Trouble-shooting

SOPHOS
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Firewall Rule Grouping

Ideal for larger firewall rule sets

What’s New

Setup matching criteria as
part of the group definition
for auto group assignment

SOPHOS



Firewall Rule Grouping

Ideal for larger firewall rule sets

What’s New Add User/network rule

Setup matching criteria as
part of the group definition
for auto group assignment

Select a group when
creating a rule or set to
automatically be assigned a
group

SOPHOS



Log Viewer Enhancements

More powerful and streamlined trouble-shooting

What’s New

2
Column selector - select any L -
o Filter: No filt elact cojumns
17 columns from a list of 44 o R
possible fields ;

883 2
)00

]

Rule IDs referenced in logs are
hyperlinked to open the
related rule in the main
console window Q) v Wbt

J(

U UL

() 1t
7 I(
P Threat

Filters sorted alphabetically

15/20 Selected

SOPHOS



Email

SOPHOS
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Email Enhancements
Closing top requested feature gaps with SG UTM

' SOPHOS @ |ENB]

What’s New

Recipient verification using Controt conter

Current activities

Sender Policy Framework e
(SPF) for spoofing protection -
MTA update to Exim o

Applications

Wireless

Email

Web server

Advanced threat
Synchroniz ed Security

VPN

Network
Routing
Authentication
System servi ces

Profiles

Hosts and services
Administration
Backup & firmware
Certificates

SOPHOS



Coming Soon

SOPHOS
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Sophos Central Management for XG Firewall
XG Firewall Joins Sophos Central

One Console

View status and manage XG alongside all
other Sophos Central products

Full device management via SSO

Secure remote access to all your XG
devices via Sophos Central

Alerting and status for availability, license,
performance, and security

Manage firmware updates
Option to store/maintain backups in

Central

Zero-touch setup of new appliances

Free for partners and customers!

No Additional License Required

SOPHOS

SOPHOS
| L |

@) SF115_MR3

4 Back to FW Management

OR & ANALYZ

Control Canter

Currant Activities
Reports
Diagnostics

Web Sarver
Advanced Threat
Synchronized Security

Control center

X( 517.5.0 Beta-1)

System

0 %
Performance Services

-

~ \
[ ¢ | .

- -
Interfaces VPN

0/0

RED Wireless APs

0 11
Connected remote Live users
users

CPU 15% Memory

Bandwidth 40KB/s Sessions

High availability: Not configured

Sophos Firewall Manager: Not configured

Running for 12 day(s), 23 hour(s), 46 minute(s)

Active firewall rules
2

Traffic insight

Web activity

Ao

Allowed app categories
3,265.44M
2,650.35M
2,510.58M
318.68M
288.04M

ategories
4.03K
1.93K
876
502
401

Reports

Cloud applications

Network attacks

4
1

Blocked app categories

Messages

Risky apps seen

Intrusion attacks

User & device insights
Security Heartbeat®

1 1 2

At risk Missing Connected

Synchronized Application Control™

4 217 282

New Categorized Total

Sandstorm

0

Malicious

ATP

2

Sources blocked

30



XG Firewall in Sophos Central — Available Soon

See all of your firewalls under management

SOPHOS Firewall Management - Firewalls
L CENT — ) Overview | Firewall Management Dashboard

@ Firewall Management

C0100139BEHDVDEG

Dashboard
Burlington Lab VM
A Alerts
al
Backup Billerica Lab VM 1
@ Firewalls
'ﬁ Settings

SOPHOS
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Rapid Deployment —Coming Early Next Year

Remote device deployment without an on-site engineer

1. Use the Setup Wizard in
Sophos Central

2. (Optional) Email the Config File
to the remote site

3. Transfer the Config File to a 4. Start the device with the USB
USB Stick stick connected

SOPHOS

u - [ea P e Py
W e - NN | | 2 |
L [ g x| x)
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Workflow

Add Firewall . Steps on Central

SOPHOS

Admin

SOPHOS

Welcome to Sophos Central Admin

Product Setup

Choose a product below to get started.

The product setup page appears automatically upon initial
access

- Clicking firewall opens the welcome /branding page if
no firewall is added.

- If one has already trialed or added firewall - clicking
Firewall will open the firewall Dashboard.

- Tentative sequence of products given
- a. Endpoint

b. Server

c. Encryption

d. Phish Threat

e. Mobile

f. Firewalls

g. Email

h. Wireless

i. Web

33




Workflo Initiate adding firewall
o Choose if the firewall is fresh
(new) or already configured /
Add Firewall . Steps on Central deployed _
o If fresh (new) ask for Serial
number. Enter serial number
P oo s omm e mm o mm e oem s mm o mmon e n RSN T I o ol number, and if
I SOPHOS Firewall Management ‘| 6 I | firewallis already claimed or
. i I managed via CFM or managed via
I« . | Central
| B omoous I | o Register firewall (if not already
. Welcome to Sophos Firewall ) . r‘egistered)
| ‘ Add Your Firewall |
) You don't have any firewalls connected to Sophos Central ye i 0 Accept EULA
I Add a fresh firewal Join a firewall that is configured or deployed !
| |
; © K
: . | Iry
| ' . . ) )
. et - | o Links to virtual firewall trial
I red to manage it via I
: |
| I | Request Pricing
I I o Redirect to find partners
| I
: |
B b mm s mm s mm m e e m e e e 1

SOPHOS 34



Workflow

Note

Add Firewall

Add a firewall that is already deployed or configured X

SOPHOS

0 XG can only be managed from

. Steps on Central either SFM, CFM or Central

« Chcking Show me how opens o KB artice

Of Quice

Finish without waiting takes 1o welcome
poge If no tewwol in Centrol o/¢ 11 0
firewal diready exists in Centrol o/¢ then
toke to frawals kst poge

On ottempling 10 close the screen
display mog to chack i user does not
Want 10 wait on this screen. If User 1l
contrues then take 10 screent o8
defined for 'Finih without woiting'

Join your firewall to this Sophos Central account.
" Enable Central Firewall Management from Firewall Ul

Steps

Display steps as in progress with
spinners.

‘show me how’ takes to KB article or
guide

Clicking Finish without waiting will
take to screen 'Accept firewall in
Central from FW list page'

Canceling the flow prompts user to
confirm if they want to cancel this
process. If user proceeds they land
on firewall list page if a firewall is
already connected to Central
account, if no firewall then land on
welcome to firewall page

35



Workflow

Add Firewall . Steps on Central

Steps

Add a firewall that is already deployed or configured X

- Once the firewall is registered to Central and detected the check against
first step turns green

While user is on this screen and If o
firewall 1 regstered 10 this Centol a/c
that wasn't initioted through 2ero touch,
then show o green check and csploy
secicl number of frewcil Show tooitip on
hover over SN xx_ thot this is the seriol
rumber of firewall thot has joned 10
Centrol alc

Cicking firush without wosting in this
cose will lake user 10 firewall kst poge

- Clicking Finish without waiting will take to screen 'Accept firewall in
Central from FW list page’

- No cancel link or cross on screen

Steps

Add a firewall that is already deployed or configured X
- If user is on this screen when firewall mgmt via Central is turned on the
firewall, and if the serial number of firewall trying to join to Central
matches the serial number displayed against step 1, then turn the 2nd

step status to green

|
. When sama FW reaches out to Centrol
for cpprovol of mmt then tum both

— chacks o green ond disploy senol
“Thonge.the upper bection of scfeen 1o
reflect congidtulations

Cleking next tabes to Trems gt poge

- Replace Finish without warning to Next button

36




Workflow “Fresh Install”

Adding “Fresh Install” Steps on Central

M Add Your Firewall
P

P R Register Firewall

Add a fresh firewal

You must register the firewall to manage license(s) and record registration date. A
MySophos account is needed to register the firewall.

This firewall will be registered to

Primary SuperAdmin (email id) = Change . Register

Paul 2 (email)

Super Adminstrator 3 (email)
Administrator 1 (email)
Administrater 2 (email)

_ _ Register the firewall for 30-days trial
not exist and register the firewall to it.

Administrator 3 (email)
<XG105=>

Register and Proceed

|
37




Zero Touch
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Zero Touch Workflow

Initial Config On . Loading to XG..

Central

Download Zero Touch Configuration file

Download the zero touch configuration file after making the below settings and provide
to the administrator who will deploy the firewall. The local administrator needs to add this
file to a USB and plug it in the firewall before powering on the firewall. Learn more

If the firewall does not detect a valid zero touch configuration file the firewall cannot be
auto-provisioned from Sophos Central and one has to configure the firewall manually to

join it to Sophos Central

If the network environment or placement where the firewall will be deployed, won't allow
the firewall to automatically connect to Internet on bootup, you need to configure the
Internet settings.

Manually configure Internet Settings
[] Email the Zero Touch configuration file to

Previous Download & Email Zero Touch file

TSOPHOS

Zero Touch Config File

Email sample pending

XML format file, not encrypted
reusable across multiple
firewalls

39



Zero Touch Workflow Steps on Firewall

V No auto-provision details for firewall on contacting Sophos Central

@ Internet Connected

Prep USB Drive
* https://wiki.sophos.net/display/NSG/Format+USB+Pen+drive+for+Zero+to
uch+configuration

* Local administrator receives the firewall. Copies the zero touch config file in
U S B The firewall detected a USB with a zero touch configuration file plugged in.

v Unable to contact Sophos Central for auto-provisioning details

@ No Internet found

But the firewall could not find Internet to connect to Sophos Central for the auto-
provisioning details. The firewall will keep trying again for some time.

On XG

- Power on the firewall with USB plugged in. If no zero touch configuration is
detected, starts with regular wizard

- Detects zero touch configuration file on bootup

- Accepts Internet settings if in the file reaches out to check for zero touch service This firewallis provisioned to be managed by Sophos Central,

@ Connected to Internet

Sophos Central a/c details:

Company: <ABC Technologies>
Email: <sankethanda@sophos.com>
Firewall provisioned by: Sanket Handa

You can login to Sophos Cental to finish seting up this firewall or notify your Central
Administrator,

SOPHOS



Steps on Sophos Central

Status

Connected when firewall is connected to
Central

Firewall name - Serial number

Accept Management

SOPHOS

Admin

« @ Firewalls
Dashboard
A werts

i Logs

E Reports

Lt Backup

Manag

& Firewalls

07 Settings

Title

Add Firewall

Firewall Name or SN
Unknown IF

Marcus Jones v

Accept Management

®

Zero Touch Config

-Connection gets established
Pre-configuration settings
(stored on firewall from USB)
are applied on firewall.

- Data from firewall starts
coming into Central

Note On Central

-When SuperAdministrator opens
firewall, display popup on control

center to set password of firewall.

- A Section in firewall Ul that
allows to set password of admin
user without having to enter
previous password. (applies only
for SuperAdministrator)

Note On Local XG

If user opens firewall
webadmin after firewall is
accepted in Central. Local
control Center with a popup
informing that firewall is
managed via Central.
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APX — Wave 2 Access Points — Coming in MR1

Faster, Better WiFi
( APX 740 )

Flagship 4x4:4 for the mid-market enterprise
(at load*, 3x the throughput of AP100)

High performance 3x3:3 for all business
(at load*, 2x the throughput of AP100)

Faster Connectivity — up to 2.3Gbps C APX 320 )

. 2 i - 2x2:2 Medium performance 2x2:2 for all orgs
ngh denSIty hlgh capacity (at load*, 2x throughput of AP55)

Optimized performance — per device

SOPHOS
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SOPHOS

Security made simple.



